DATA INSURANCE FOR A
CONNECTED WORLD

Low Premium | High Indemnity | Full Protection
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Protecting Your Data
Protecting You

At Last — Cost Effective Critical Data Insurance

Until now, organisations have been unable to cost effectively protect
themselves against the financial impact of losing their critical data.
Cyber Data Solutions unique low premium- high indemnity Data
Insurance product, including Data Protection Services, provides peace
of mind for the protection of all business critical data assets.

Data Insurance

e A company’s data is critical to its
performance and sustainability in the
digital economy.

> Contact CDS direct or through your Insurance Broker
> Base your Data Value on company revenue;
> OR take time to Value & Size your Critical Data Assets
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e (Critical data is a unique asset to an
organisation and often irretrievable if lost

O Gl et > Data Insurance Quotation based on Data Value
e Regulation and many diverse threats to > Data Protection Services based on Data Volume
data demand a risk response that takes all
reasonable steps to fully protect against

data loss and its financial consequences. > Data Insurance Policy Issued

. . . > Data Protection Services activated
e Only this unique solution fully protects

critical data assets against malicious or
accidental destruction, resulting in full or
partial data loss.
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Certified & Secure Data Protection Services

Quote Example  Are Certified for use with Data Insurance

Indicative Costs for Data Insurance with an .

Use best practice processes across the Data Ecosystem
Indemnity Cover of £1,000,000 with up to 1TB

storage capacity.

e £2,000to £2,500 annual premium

e £12,000 to £15,000 annual service
fee for a fully managed Certified &
Secure Data Protection Service.

Costs in example start at 1.4% of the Annual
Indemnity Value
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Are Fully Managed Services covering software; hardware;
technical resources; multiple levels of resilience off-site;
multiple data centres and an off-line ‘Insured Environment’

Industry Accreditations: Data Centres- I1SO 27001; Software-
NIST FIPS 140-2 Certified with AES 256 Encryption

Unique in that the ‘Insured Environment’ is isolated from
operational impacts

Includes an audit trail which confirms the specified data is
protected and insured
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Frequently Asked Questions

Ql.

Q2.

Q3.

Q4.

Q5.

Q6.

Q7.

Qs.

Q9.

Who provides the Insurance Policy?
The Insurance Broker — Our Broker, GSR, is approved by Lloyd’s of London. The
policy is underwritten by company market insurers

Can | use my own Insurance Broker?
Yes. Your Broker will deal with GSR. Please add your Insurance Broker to the
questionnaire.

What if | want more than £1m Indemnity cover?
The policy provides for indemnities up to £15m. Higher indemnities require
additional diligence and take a little bit longer.

Are there Insurance Policy exclusions?

The indemnity is determined by your honest appraisal of the value and volume
of our critical data assets and anticipates sound data management, for example
encryption key control.

What happens if my critical data assets value
changes over time?

Contact your Insurance Broker to amend the policy and the Data Protection
service will be amended to reflect the change.

What is the list of Insurance Policy limitations?

The Policy is limited only by the Indemnity level and associated data volume
thresholds.

How does the claims process work?

> Take all reasonable steps to recover data
> |dentify insured data assets lost
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Contact your Insurance Broker or CDS
Lodge an Insurance claim
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CDS will return a copy of Insured Data

If CDS cannot return a copy of Insured Data the
insurer will pay a % of Indemnity equal to the lost
data as a proportion of total data volume insured.
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Can | use my existing data protection or back-up

service with Data Insurance?

The Data Protection Service complements your existing data backup. The annual
policy cover offered is based on a Certified Data Protection service, to reduce
your risk.

Can the Insurance be made available globally?

Data Insurance is currently available in the UK. It can be made available globally
through Lloyd’s Accredited Brokers, if Data Protection Services in the specified
country meet the insurance certification standards.
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“80% of all UK
Businesses were hacked
in 2014, resulted in 13%
of data being deleted
by Hackers”

Source: UK GOV. 2015

“60% of all Businesses
that lose data will shut
down with 9 months,
90% within 2 years.”

Source: National Archives &
Records Washington
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Get started today

Obtaining the Insurance and associated Services is easy,

it requires just 3 steps to get full financial protection.

So why not get started today, first prepare your company and
data related information before completing our short on-line
guestionnaire at;

http://app.form.com/f/999369/1e0d/

For more information visit
www.cyber-data-solutions.com
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Cyber Data Solutions Ltd Genesis Special Risks Ltd Data2Vault
www.cyber-data-solutions.com FCA Reg. 311626 www.data2vault.com
www.gsrinsurance.com
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